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Abstract

The National Radio Astronomy Observatory has 17 different sites networked together using routers. Routers control the flow of data from one computer on a network to another. They contain rules that permit or deny access to the network and they also keep statistics. Some of these may be the amount of data flowing in and out, the number of transmission errors, or the number of times a computer tries to access the network. We can use SNMP to ask the router for these numbers and use tools to analyze and graph them. Although the routers are designed to collect traffic information, there is no easy mechanism in place to monitor and analyze the data for performance and for intrusion detection. There are many tools that attempt to gather this data systematically and display it in an organized, graphical manner. The Multi-Router Traffic Grapher (MRTG) and the Round-Robin Database Tool (RRDtool) have been installed and configured on the NRAO network to accomplish this goal and allow the administrators to analyze the network in a much more efficient manner.

Introduction and Background

1.1 NRAO

The National Radio Astronomy Observatory (NRAO) has a frame relay network connecting its 17 sites across the country.  Each site is connected to the internet via routers, which direct the flow of traffic to and from computers on the network.  This traffic can be any number of things, ranging from file transfers, internet traffic, telescope data transfers, or video conference voice and video data between sites.

1.2 Networks, Routers and Packets

The routers on the network are configured and designed to do many things.  Their main function is to direct the flow of data between computers.  This data is transferred in packets, which are groups of data of an efficient size for routing that also contain source and destination information for the data.  User-managed rules called access lists can be set up in each router to look at the source and destination of each packet and permit or deny the transfer of that packet through the router.  This acts as a filter that allows the administrator to block certain traffic from entering or leaving the network.  In addition, each router has hundreds of counters that keep track of many things that go on inside the router.  The counters that we are interested in are the number of packets that have been transferred, the number of packets that are discarded when the bandwidth becomes swamped with traffic, and the number of transmission errors.

2 The Problem: Data Collection and Presentation

In the past, analyzing this data has been quite a challenging feat.  The system administrators can telnet to a router and execute commands that can display all of this information, but the numbers are instantaneous “snapshots” of the current values and the information is displayed in a plain text, inefficiently formatted manner (Figure 2.1).  It is very difficult to look at these numbers in a textual format and relate them to each other and to detect trends in network activity over time.
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Rather than using this method to analyze the network, we would like to see the data displayed in a graphical, easy to read format that not only allows you to actually see the data but also allows you to compare the data with that of other routers on the network.  This is very important in network analysis.  For example, if you see a graph with a lot of traffic flowing out of one router, you can see the same traffic flowing into the other routers on the network, just by glancing at the graphs.  This allows you to not only tell how much traffic is flowing, but where it is being sent on the network.  System administrators can also determine the source of bandwidth bottlenecks and use this information, for example, to aid in the upgrading or designing of the network infrastructure.  This cannot be easily accomplished by the raw text console method.

3 The Solution: MRTG and RRDtool 

My main assignment this summer has been to come up with a way to connect to the routers, pull out the numbers in the counters, and graph them over time.  Before completely starting from scratch, I went online and researched existing software packages that are designed to do this.  There are many of them out there, but there are two that stand out above the rest.  They do the best job, and have been the most widely used and documented.  They are the Multi-Router Traffic Grapher (MRTG) and the Round-Robin Database Tool (RRDtool), both written by Tobi Oetiker.

3.1 Multi-Router Traffic Grapher

3.1.1 How Does MRTG Work?

Multi-Router Traffic Grapher is a standalone tool that collects, stores, and graphs data on a given interval (we are collecting and graphing data every 5 minutes).  MRTG consists of a Perl script which uses SNMP to read the traffic counters of  routers and a fast C program which logs the traffic data and creates graphs representing the traffic on the monitored network connection. These graphs are embedded into web pages, which can be viewed from any modern browser.  See Figure 3.1 below for an example of an MRTG graph.    
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3.1.2 MRTG Features & Issues

There are many features of MRTG that make it desirable over many other network analysis tools.  It is fairly simple to set up, the configuration files can be written by hand or auto-generated, and MRTG's data files do not grow thanks to the use of a unique data consolidation algorithm.  However, there are a few issues that make MRTG a little less desirable than other packages.

The main problem with MRTG is that it creates all the graphs every time it runs.  In our case, we are graphing a large number of interfaces on a large number of routers.  The result is a large CPU utilization every 5 minutes (we are generating over 580 graphs every 5 minutes)!  MRTG graphs are nice, but have very little flexibility and few customization options.  For this reason, the features of RRDtool make it the next logical option to consider. 

3.2 Round-Robin Database Tool

RRDtool is very similar to MRTG.  In fact, in some ways it is an extension of MRTG’s capabilities.  RRDtool is not a replacement for MRTG, as it does not implement the front end and data acquisition features of MRTG.  MRTG can actually be configured to use RRDtool as its database backend and together with a CGI grapher all your MRTG graphs can be generated on demand.  Graphing with RRDtool is very flexible.  Generated graphs can contain any and all information you could possibly imagine, want, or need.  The RRDtool graphs I have been creating are fairly simple, and look similar to the MRTG graphs, except that the RRDtool graphs contain more information.  See Figure 3.2 for an example.
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3.2.1 How Does RRDtool work?

As RRDtool has many more features and capabilities than MRTG, it is also much more complex.  The data storage algorithms described below are much more efficient, yet much harder to grasp than those of MRTG.  The following is paraphrased directly from the RRDtool website.

When monitoring the state of a system, it is convenient to have the data available at a constant interval. Unfortunately we may not always be able to fetch data at exactly the time we want to. Therefore RRDtool lets us update the log file at any time you want. It will automatically interpolate the value of the data-source (value pulled from the router) at the latest official time-slot and write this value to the log. 

We are logging data over a 3 minute interval, but we are also interested to know the development of the data over the last few hours, the last week, or the last month.   RRDtool offers a solution to this problem through its data consolidation feature. When setting up a Round Robin Database (RRD), we can define at which interval this consolidation should occur.  There can be multiple consolidation functions for each RRD and they will all be maintained on the fly when new data is loaded into the database.

Data values of the same consolidation setup are stored into Round Robin Archives (RRA). This is a very efficient manner to store data for a certain amount of time, while using a known amount of storage space. The use of RRAs guarantees that the RRD does not grow over time and that old data is automatically eliminated. By using the consolidation feature, we can still keep data for a very long time, while gradually reducing the resolution of the data along the time axis. 

3.2.2 RRDcgi

One of the most useful features of RRDtool is its RRDcgi module.  This is a web scripting module that eliminates the creation of all the graphs on every step of the interval.  RRDcgi is embedded into a web page and makes a call to RRDtool to graph only the graphs that are requested by the web page.  So RRDtool only generates the graphs that you want to see, when you want to see them.  This makes RRDtool much more efficient than MRTG.  Unfortunately, I did not have time to implement this feature for the NRAO graphs.  Currently they are updated every 3 minutes.

4 Implementation and Analysis

At the beginning of this project, I setup and configured MRTG to run and graph data on the following NRAO routers:  AOC, CV Edgemont Rd, CV Ivy Rd, Green Bank, Tucson, and VLA.  I graphed incoming and outgoing traffic, dropped packets, errors, and CRC errors on all router interfaces.  Currently, MRTG has been stopped, and the RRDtool has taken over graphing the same interfaces.  

4.1 Configuration Files & Scripts

There is a master MRTG configuration file called _master_.cfg which sets up the directory structure for all the graphs, images, html, and log files.  It also links in the configuration files for each router, named after each router (aoc.cfg, cv-er.cfg, etc.).  See the MRTG website for more information regarding configuration of the software.

The RRDtool configuration consists of 3 Perl scripts that I wrote: rrdtcreate, rrdtupdate, and rrdtgraph.  The rrdtcreate script creates all the directories and round-robin database files (*.rrd).  The rrdtupdate script is called every 3 minutes.  Its job is to connect to each interface on each router and make SNMP calls to pull the data from the counters in the router, and then to store the numbers in the database.  The rrdtgraph script is also called every 3 minutes (at this point… but this should be done on the fly using RRDcgi to get the best performance).  This scripts job is to simply create graphs for each interface on each router.  There are 4 graphs created for each router interface (hourly, daily, weekly, monthly) that show the traffic over different time intervals.  The hourly graph shows the most detail, where the monthly graph shows more of a trend over time.

4.2 Graph Hierarchy and Organization

In order to organize the graphs, I created an HTML index page, which lists all interfaces for each router according to the type of the graph.  There are also a few summary pages with different graph combinations to make analysis easier.  For example, all the video conference network interface graphs are shown on the “Video Links” summary page so all the graphs can be seen on one page.  Figure 4.1 shows a screenshot of the main index page.
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Conclusion

The work I have done this summer will help Gene Runion and the rest of the administrators to maintain the network in a more efficient manner and keep things up and running for all of the NRAO employees.  There is still room for improvement as far as my scripts and the graphing capabilities are concerned, however I did get things off to a good start and get the job done that I was asked to do.  

I have learned a lot and this has been the best experience I have had in my career to date.  Working for NRAO has opened up my career opportunities and has made me seriously consider pursuing a higher level degree.

I would like to thank Gene Runion for everything you have done for me this summer and for trying to land me a job here, even though it didn’t work out.  You were really great to work for and I really enjoyed my time here.  I would like to thank John Hibbard and Al Wootten for making this summer such a fun experience for me and all the summer students and for making us feel so much at home even though are homes are so far away.
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Figure 2.1.  Screenshot of the raw text output of router information.





Figure 3.1.  Screenshot of a web page and graph generated by MRTG.





Figure 3.2.  Screenshot of a graph generated by RRDtool.





Figure 4.1.  Screenshot showing the organization of the main graph index web page.








